entersekt

The Financial Authentication Company.

How Entersekt's advanced Scam Prevention protects Q2 clients from Zelle fraud,
customer loss, and reputational damage.

March 2024 90.7% ZERO

Entersekt launches Average monthly reduction Fraud losses for one Fl

Zelle scam protection in Zelle fraud losses in November 2024
Challenge Solution Results
Leading retail and commercial When a user launches their Zelle Zelle fraud practically eliminated! With
banks, as well as credit unions app within the Q2 platform or Entersekt, these financial insitutions
across the US using the Q2 digital mobile app, Entersekt’s advanced (FIs) achieved a remarkable 90.7%
banking platform, faced a growing Scam Prevention technology uses reduction in Zelle fraud rates between
challenge with scams leading to Zelle  advanced signals to immediately Q1 2023 and Q4 2024*, with one even
fraud impacting customer trust and alert the user through their trusted experiencing zero reported cases in
incurring significant financial losses. device, requesting confirmation November 2024.

that the account holder is
attempting a transaction.

The anatomy of a Zelle scam prevented

+ Account holder is scammed by the fraudster posing as a bank employee.

«  Fraudster attempts to access account holder’s Zelle account through SSO.
Entersekt triggers an alert.

+  The notification with transaction details alerts the account holder in real-
EDT Bank Auth time to the suspicious activity.
Are you about to do a L. . . . .
Zelle transaction? + Realizing the transaction is not theirs, the user declines the transaction,
Note: This is an attempt to redirect to thwartlng the scam.

Instant Payment service provider from
the following device. If this is not you,

please reject this request. By leveraging Entersekt’'s advanced Scam Prevention and obtaining real-time
Interaction info: Instant payment insights into account activity, Fls can protect their account holders from social
transaction is about to be initiated N . a1 .
from the following device. engineering-led scams building customer loyalty, preventing customer churn,
Browser and Device Name: reducing the cost of fraud investigations and customer support, protecting
Chrome on Mac0S their brand reputation, and improving their bottom line.

Time:
2023-12-12 14:51:06
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Reduce financial Optimize Boost Protect
fraud losses customer experience customer trust  brand reputation

Book a demo and see for yourself

*Average monthly losses 8 months pre-and
post- rollout of Entersekt's Scam Prevention.
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